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Preface I

Preface

Digitalisation can enable a more environmentally-friendly, reliable and economically
efficient energy supply. However, it also gives rise to new failure causes and vulnerabil-
ities. On 14 August 2003, for example, a major blackout in the Northeast of the US and
parts of Canada left 55 million people without electricity. It was two days before power
was restored to all those affected. The blackout was caused by an undetected software
bug that triggered an unfortunate chain of events, ultimately with dramatic conse-
quences. In 2015, meanwhile, Ukraine became the first country in the world to suffer a
power outage caused by hackers.

Blackouts pose a particular threat due to the electricity system’s unique role
among critical infrastructures. Problems with the electricity supply can very quickly
cause serious disruption to the water supply and sewerage systems, the transport sys-
tem, the healthcare system, and information and communication technology.

An ESYS working group used a range of future scenarios for 2040 to explore the
evolution of blackout risk factors and identify any new ones that could arise. Both the
energy transition and digitalisation are dynamic trends, and it is not always possible to
control the factors that influence them. As unforeseen and unforeseeable events be-
come more common, established risk management measures will no longer be effec-
tive.

According to the experts, the concept of resilience offers a valuable approach for
coping with this uncertainty. A resilient energy system is able to absorb incidents with-
out damage, or is at least able to return to normal operation rapidly, affordably and
with a minimum of damage. The working group has identified 15 policy options that
can form the building blocks of a resilience strategy for preventing major blackouts.

Itis clear that, in the future, the responsibility for maintaining a reliable electric-
ity supply will no longer rest exclusively with the large energy supply actors. Smaller
energy supply actors, private individuals, and actors from outside of the electricity sys-
tem — such as platform operators, public communication network operators and device
manufacturers — will also have to do their bit to ensure resilience.

We would like to thank the experts and reviewers who contributed to this paper
for their valuable input.

Prof. (ETHZ) Dr. Gerald Haug Prof. Dr.-Ing. Jan Worner  Prof. Dr. Dr. Hanns Hatt

President President President
German National Academy of acatech — National Academy of ~ Union of the German Academies
Sciences Leopoldina Science and Engineering of Sciences and Humanities
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Abbreviations
ARegV Incentive Regulation Ordinance for power grids
BSI Federal Office for Information Security
BSI-KritisV BSI Regulation on the Determination of Critical Infrastructures
Cl Critical infrastructure
ENTSO-E European Network of Transmission System Operators for Electricity
ICT Information and communication technology
PV Photovoltaic
StromNEV Verordnung lber die Entgelte fir den Zugang zu Elektrizitatsversorgungsnetzen



Glossary

Aggregator Aggregators trade and supply energy, but are not connected to the cus-
tomer’s provider. They group together generating units, flexible consum-
ers and storage units for commercial purposes, scaling up small units to a
marketable volume.

Blackout A blackout is a major power outage in a region, affecting at least 500,000
customers and lasting a minimum of several hours.

Cascade effect A sequence of events or processes, each of which builds on the previous
one.

Cybersecurity Cybersecurity encompasses all aspects of information and communication

technology security. It extends the scope of information security to the
whole of cyberspace. This includes all information technology connected
with the Internet and similar networks, together with the communication,
applications, processes and processed information that this technology en-
ables. When discussing cybersecurity, there is often also a special focus on
cyberattacks.?

Digitalisation of the electric The digitalisation of the electric power system refers to the ongoing ad-

power system vances in ICT-based connectivity of applications, processes, stakeholders
and physical technical equipment or objects. Digitalisation also encom-
passes the acquisition, processing, exchange and analysis of information
and data in every value-added stage and across different value-added
stages of the electric power system. This helps to generate knowledge,
make decisions, and determine the corresponding actions such as control
interventions. The resulting new processes are often automated and sup-
ported by artificial intelligence mechanisms.

Distribution grid Distribution grids are used to distribute electrical energy to the end cus-
tomer.

Distribution system operator The operator responsible for a distribution grid (see Grid operator and Dis-
tribution grid).

Grid/system operator Grid operators are responsible for planning, building and operating the
electricity grid. In particular, they are responsible for deploying any tech-
nical resources and making any interventions necessary to ensure an unin-
terrupted supply of electricity in their section of the grid. Depending on the
voltage level, a distinction is drawn between transmission system opera-
tors (TSOs, for grid voltages of 220 kilovolts or more) and distribution sys-

tem operators (DSOs, for grid voltages of 110 kilovolts or less).

Grid tariffs Fees charged for access to the transmission and distribution grids.

Grid user A natural or legal person who feeds electricity into or draws electricity
from a power grid. This includes e.g. operators of generating systems or

subordinate grid operators.

Information security The aim of information security is to protect information. This information
may be stored as a hard copy, on a computer, or in someone’s head. The
protection goals or core values of information security are confidentiality,

integrity and availability. Many users also include other core values.?

1 BSI 2020-1.
2 BSI 2020-2.



Threats can arise through force majeure, human error, technology failure

or deliberate attacks.

Internet of Things

The Internet of Things refers to physical objects or virtual, digital objects
that are equipped with ICT, sensors and actuators and connected to the
Internet.

Load

The total electrical power drawn from a grid at a given point in time.

Operating resources

Umbrella term for electrical equipment such as power lines, transformers

and switchgear.

Patch

A patch is an update of existing software versions that adds new function-
ality or fixes bugs and security vulnerabilities.

Patchability

Patchability refers to a technical system’s ability to have its installed soft-
ware easily and remotely updated during operation, either automatically
by the manufacturer, or by the operator if they are qualified to do so.

Path dependency

This is the effect that occurs when the barriers resulting from decisions
taken in the past make it difficult or impossible to switch to a different op-
tion. These barriers can arise if changing systems would mean that previ-
ous investments could be lost (sunk costs). The cost advantages of mass
production (economies of scale) or high user numbers (network effects)
also give established systems an advantage over any alternatives.

In this position paper, however, the focus is not so much on the necessary
investment as on the time that it would take to upgrade the relevant sys-
tems. This is because systems will remain vulnerable until an upgrade de-
signed to fix any weaknesses has been completed.

Prosumer

This term is an amalgamation of “producer” and “consumer”. It reflects the
fact that small private actors such as households can now produce as well
as consume electricity (e.g. via solar panels on their roofs).

Resilience (of the energy sys-

tem)

Resilience means that an energy system’s function — here, security of sup-
ply —is maintained (possibly with some limitations) when it comes under

pressure, or can at least be rapidly restored.

Risk

Assessment of the likelihood of specified negative impacts arising from e.g.
operational failings or undesired events, taking into account the relevant

variables such as the probability of such events occurring.

Sector coupling

Sector coupling involves connecting the electricity, heating and mobility
energy sectors to create an integrated energy system that provides the
necessary energy services to private, commercial and industrial customers.
Examples include combined heat and power, power-to-gas, or heat pumps

and heating resistors (power-to-heat).

Smart connection agreements are flexible grid connection agreements for
electricity producers that allow the grid operator to curtail the connection
(with or without compensation for the producer).

Smart connection agree-
ments
Smart home

This term encompasses all the aspects and services involved in connecting

appliances and automating processes in people’s homes.

Socio-technical system

A socio-technical system is characterised by the interaction between social
and technical factors. The importance of this interaction is explained by
the coevolution of technology and society, in which both elements mutu-
ally influence and shape each other.

Subordinate grid

Subordinate grids are lower voltage level grids that are connected to a
higher voltage level grid. Grid B is subordinate to Grid A if it is connected
to Grid A, and if Grid A is either a transmission grid itself or if electricity is
transmitted from the transmission grid to Grid B solely via Grid A.

Supervisory control system

Supervisory control systems perform two key functions: they monitor pro-

cesses or components and control them using telecontrol technology.




Transmission grid Transmission grids transmit electricity over large distances (hundreds or
thousands of kilometres) so that consumption and generation can be bal-
anced across large areas. They also make it possible to connect very large
power plants or industrial consumers. Transmission grids operate at volt-
ages of 220 to 380 kilovolts (Extra High Voltage). High-voltage direct cur-
rent (HVDC) transmission is used to transmit electricity over very large dis-

tances and via submarine power cables.

Transmission system opera- The operator responsible for a transmission grid (see Grid operator and

tor Transmission grid).

Voltage levels There are different voltage levels for the transmission and distribution of
electrical energy. Generating and consuming units are connected to differ-
ent voltage levels, depending on the extraction or feed-in of electric

power.







Summary I

Summary

Over the next two decades, the energy transition and the growth of digitalisa-
tion will result in new risks to the electricity supply. A resilience strategy will
be required to manage these risks and reliably prevent blackouts and their
damaging impacts on society. The “Resilience of digitalised energy systems”
working group of the Academies’ Project “Energy Systems of the Future” has
identified the following points as the key pillars of any such strategy:

¢ Digitalisation should be actively shaped and promoted, since it offers
the opportunity to efficiently and securely integrate decentralised electric-
ity generation structures, electric mobility and new market players into the
energy system.

¢ Small players in the energy supply market, actors from outside the
energy supply sector (appliance manufacturers, platform operators,
public communication network operators) and private households all
have a growing influence on the security of the energy supply. They should
therefore be more closely involved in efforts to strengthen resilience.

e New targets for cybercriminals and the electricity system’s greater reliance
on information and communication technology could result in unfore-
seen or even unforeseeable incidents with the potential to pose a ma-
jor threat. Grid operators must be able to manage these risks.

e Policymakers must endeavour to anticipate future developments in good
time and ensure that the resilience strategy called for in this paper is con-
tinuously adapted. This will require systematic monitoring.




Summary

Digitalisation and growing complexity are resulting in new threats

A reliable electricity supply is indispensable in a modern industrialised society. Major
blackouts — i.e. lengthy and widespread power outages — would almost instantly
cause serious disruption to and potentially even the collapse of other critical infrastruc-
ture such as transport systems, the water supply and sewerage systems, the healthcare
system, and information and communication systems.

The energy transition is making the energy system more complex.
More and more electrical power is being produced by wind and solar systems, the out-
put of which fluctuates depending on the weather, season and time of day. Demand for
electricity to power electric vehicles and heat pumps is growing. Private households are
now generating electricity with their own solar panels, while new market players with
new business models are emerging alongside the traditional energy providers. Mean-
while, the large power plants that used to ensure a stable electricity supply are being
decommissioned.

At the same time, the pace of digitalisation is accelerating rapidly. Connectiv-
ity, automation and the use of digital technology are all increasing — and not just in the
electricity sector. Billions of devices — including everything from lights and fridges to
industrial equipment — are now connected via the Internet of Things. Since these
devices are also connected to the power grid, their combined effect can influence the
stability of the electricity supply.

The growing role of information and communication technology (ICT) is key to
ensuring a reliable and economically efficient energy supply — the energy transition
cannot succeed without digitalisation. However, the increasing complexity of the en-
ergy supply also gives rise to new blackout risks:

1. The electricity supply can be destabilised if several small electricity gen-
erators and consumers are all switched on or off at the same time, either
intentionally or by chance.

2. The electricity supply is becoming more vulnerable to ICT failures. One par-
ticularly problematic aspect is that some of the relevant ICT systems cannot be
switched off in the event of a failure without seriously jeopardising the electric-

ity supply.

3. The complex interactions between decentralised generation, market activity
and changes in consumption make it harder to predict the system’s behav-
iour and could mean that incidents unfold in complex new ways.

4. Uncertainty about future developments inhibits optimal system de-
sign. A further challenge is that the speed of innovation in the ICT sector is
difficult to reconcile with investment cycles in the electricity sector, which tend
to be several decades long.



Summary

A resilience strategy for unforeseen and unforeseeable risks

The changes in the energy system and the growing impact of digitalisation are height-
ening uncertainty about future developments. As a result, it is becoming increasingly
difficult to calculate the probability of known or expected events such as hacker attacks.
While conventional risk analysis techniques employing this approach have until now
formed the basis of a robust system, they are no longer enough. The grid operators re-
sponsible for the system’s overall security will also have to come to terms with a far
more uncertain and unpredictable future. It will be increasingly important for them to
be capable of responding to and coping with unforeseen or unforeseeable
events and rapidly restoring the system to normal operation, even in the event of a
blackout. Resilience is a tried-and-tested concept for managing this kind of situa-
tion. Resilience means that the system can absorb the impacts of an incident without
collapsing, and then rapidly return to normal operation. Depending on the circum-
stances, it may be necessary to accept a short-term drop in supply quality in the worst-
case scenario (see Figure 1).

100 %

(Optimised)
normal operation

Normal
operation

Absorption
of disruption

Restoration

Stabilisation

Time

Figure 1: Restoring system functionality: responding appropriately to an incident (absorption of disruption), revert-
ing to critical functions and stabilising the system (stabilisation), followed by a controlled return to normal system
operation (restoration).?

A resilience strategy calls for a portfolio of measures. These include the exhaustive
identification of weaknesses and risks, measures to support the system’s robustness,
resilience and adaptability, and measures to promote learning and improve the system,
including cost-effective emergency response planning.

The working group has identified 15 policy options (see next page) that can form the
building blocks of a resilience strategy for preventing major blackouts. The policy op-
tions were chosen to address the areas where action is required today in order to
tackle the new risks that will emerge over a longer-term timeframe between now

3 Babazadehetal. 2018, p. 32 1.




and 2040. It will be vital for the resilience strategy to keep pace with the rapid pro-
gress of digitalisation and the energy transition in order to fully harness the potential
for an efficient, secure and sustainable energy supply and successfully manage blackout
risks in a digitalised world.

Options for reducing blackout risks

The following measures have been identified as the building blocks of a comprehensive
resilience strategy for a digitalised energy system. The measures have been grouped
into different policy areas:

Policy options:
Understanding and managing the interactions between ICT and energy systems

In the future, the electricity supply will be increasingly dependent on ICT systems. It is vital to ensure that ICT

system failures do not result in blackouts.

* PO 1. Analyse interdependencies between the electricity supply and communication networks in order to
minimise the risk of cascading failures.

* PO 2. Establish rules for resilient communication networks by stipulating higher redundancy and blackout
proofing standards.

* PO 3. Encourage the relevant actors to integrate the operation of ICT systems and electricity grids with a view
to incorporating ICT monitoring into grid operating systems and enabling integrated situational awareness.

Policy options:

Systemic development of cybersecurity

All the relevant actors must bring their cybersecurity measures up to a sufficiently high standard. This will call for
new technological and organisational solutions.

* PO 4. Introduce cybersecurity standards for all actors relevant to blackouts, including small grid operators,
actors from other industries, and behind-the-meter devices.

* PO 5. Define measures for addressing security vulnerabilities in order to counter vulnerabilities caused by
human error in security management, software bugs or government-mandated backdoors.

Policy options:

Strengthening the contribution of grid operators and grid users to technology resilience

Grid operation is set to become more challenging, especially in distribution grids. Both small grid operators and
the operators of small generating systems will need to make a much greater contribution to resilience than is
usually the case today.

* PO 6. Accelerate digitalisation of electricity grids, ensuring that small grid operators also have the necessary
technological resources.

* PO 7. Formulate guidelines for enabling resilience through decentralised structures. Individual sections of the
grid that are able to operate in island mode can temporarily maintain the local electricity supply during a black-
out and help to restore the overall supply.



Policy options:

Ensuring that ICT integration of small devices supports grid stability

In the future, the majority of devices and appliances will be connected to and digitally controlled via the Inter-
net. It will be vital to avoid undesired simultaneous activity that can jeopardise the stability of the electric power
system, for instance when high load peaks are caused by large numbers of devices being switched on at the same
time. On the other hand, these devices can also be used to actively stabilise the power system.

* PO 8. Promote standardisation to prevent problematic simultaneous activity, for instance through the intro-
duction of minimum patchability standards for electricity generators and devices. This would enable device
software to be updated during operation in order to address new requirements.

* PO 9. Increase the use of decentralised units to strengthen system stability, and promote the enabling commu-
nication technology connections.

Policy options:

Increasing incentives for grid operators to strengthen resilience

There is a general lack of effective and efficient incentives for grid operators and market players to behave in a way
that strengthens resilience. The relevant market incentives should be created.

* PO 10. Incorporate a resilience component into the incentive regulation in order to encourage grid operators to
invest in resilience.

* PO 11. Introduce grid tariffs and smart connection agreements that strengthen resilience by influencing the
locations chosen for renewable energy systems and the way they are operated.

Policy options:

Ensuring that private actors are involved in the design and implementation of resilience measures

Private actors may also need to manage their systems in a way that supports the grid. A stakeholder forum should
be created to provide input on this aspect and to develop solutions that are viable for the relevant user groups
and address any acceptability issues.

* PO 12. Establish a stakeholder forum to address the interests of private actors and include all the relevant actors
in the decision-making process for new regulations.

*» PO 13. Raise awareness about the influence of private actors through information and education campaigns.

Policy options:

Institutionalising long-term risk and resilience assessment

Digitalisation and the energy transition will give rise to unforeseeable trends that could increase the risk of black-
outs. An appropriate organisational framework should be created that enables flexible responses for coping with
these trends.

* PO 14. Create an organisational framework for incident reporting and resilience assessment, and develop
appropriate resilience indicators.

* PO 15. Establish an overarching monitoring process to facilitate regular evaluation of the resilience strategy.

Table 1: Overview of policy areas and policy options (POs)
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1. The energy transition and digitalisation: countering new

blackout risks

The electric power system is one of the critical infrastructures (CIs) that modern indus-
trialised societies rely on for their wellbeing. Other CIs include the water supply and
sewerage systems, the transport system, the healthcare system, and information and
communication systems. The electricity supply plays a special role among Cls,
since its failure would very quickly cause serious disruption to all the other CIs.

Compared to other parts of the world, Europe’s electricity supply is very reliable
and robust to disruption. However, the energy transition could jeopardise the high
security of supply that Europe is accustomed to. A growing percentage of electricity
generation is accounted for by renewables, which in some cases are dependent on the
weather, season, or time of day. Moreover, electricity demand is rising and consump-
tion patterns are changing due to trends such as electric mobility and a wider switch to
electrical power in the context of decarbonisation. Last but not least, digitalisation is
transforming the electric power system. Over the next two decades, some of the mech-
anisms that grid operators currently use to maintain system stability will be lost as a
result of this transition. It will also give rise to new forms of disruption that are still
relatively unimportant or even completely unknown today.4 Even events that are not
directly related to the electricity supply can have an impact on the secure operation of
the electric power system. For instance, a pandemic could result in key operational and
maintenance personnel being unable to come into work, either because they themselves
are unwell or because a family member has fallen ill, although fortunately this did not
happen during the Covid-19 pandemic in 2020. Digitalisation can help to significantly
mitigate many of the challenges to the electricity supply that can arise in these situa-
tions.

This position paper proposes a series of policy options which, if implemented,
can already start to address the new threats that will arise over the medium term due
to the combined effects of the energy transition and the growth of digitalisation. One
particular challenge is posed by the continuous changes to the electric power system
itself, which make a greenfield approach impossible. The paper focuses on ways of pre-
venting major blackouts, or at least mitigating them as effectively as possible. The
term “blackout” is used throughout to refer to lengthy, major regional power outages.
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Whatever precautions are taken, there is always a residual risk of a nationwide
blackout lasting several days. Policymakers must ensure that their general disaster pre-
paredness plan will still be effective if this happens. However, this scenario is beyond
the scope of the present position paper.

All the findings, methodological approaches and policy options discussed in this paper
are described and elucidated in detail in the accompanying study.5

1.1 The serious damage caused by lengthy blackouts

A 2011 study by the Office of Technology Assessment at the German Bundestag graph-
ically depicts the consequences of lengthy blackouts.¢ The first serious impacts, such as
road accidents due to traffic light failures, can start to occur immediately after the out-
age. The healthcare system is particularly badly affected — the number of fatalities and
injuries due to accidents is exacerbated by the disruption to the emergency services and
transport system. It is no longer possible to make landline calls, and mobile telephony
is also seriously affected after a few hours. This means that people can no longer call
out the emergency services or police to attend an emergency. It is also impossible to
keep the public properly informed. After a few days, livestock start dying on farms.
Hospital patients unable to cope with the deterioration in medical care fall into a critical
condition. The food supply is disrupted and there is a danger of rioting and other
threats to public order. There is a sharp increase in looting, vandalism and other crim-
inal offences, and there is very little that the police can do. Not only are they unable to
cope with the sheer volume of incidents, but in most cases people are not even able to
call them out in the first place. Even if the electricity supply is restored after a few days,
there are still many long-term or permanent impacts. There is lasting damage to public
trust, not only in energy providers but also in the State and in society itself.

A lengthy blackout would also have huge economic costs. Although there are no
precise quantitative estimates for this eventuality, an estimate that put the cost of a
one-hour power outage at noon on a winter weekday in Germany at EUR 600 million
in 2010 provides a useful point of reference.” The hourly cost of a longer outage would
probably be significantly higher.

Accordingly, this position paper focuses on major power outages (black-
outs) that could occur over the next two decades in connection with the transfor-
mation of the overall energy system. The timeframe up to 2040 was chosen in order to
address long-term trends. However, it was considered that anything longer than two
decades would be inappropriate, since it would be too difficult to predict developments
in digitalisation after that date. A power outage is defined as “major” if it affects a region
with at least 500,000 customers and lasts several hours.8

Mayer/Brunekreeft 2021.

Petermann et al. 2011.

Piasceck et al. 2013.

Based on Biichner et al. 2014, BSI-KritisV 2017, p. 7.

N oo
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1.2 The transformation of the energy supply

The energy transition has led to an increase in renewables’ share of the electricity gen-
erated in Germany — wind, solar, hydroelectric and biomass already accounted for over
46% of net domestic electricity generation in 2019. In the European Green Deal9 pub-
lished in 2019, the European Union also affirms its goal of transitioning to mainly re-
newable energy production by 2050, as part of a fully-integrated, digitally connected
European energy market. The following energy supply trends mean that it is necessary
to reassess future blackout risks:

¢ Diversity of generating structure: In the future, a large proportion of Ger-
many’s electricity will come from small renewable energy systems, while the amount
of electricity fed into the grid from conventional power plants will decline. As a re-
sult, electricity generation will no longer be purely demand-driven, but will also de-
pend on the weather, season and time of day.

¢ Geographical diversity: The resources for generating hydroelectric, biomass,
wind and solar power vary across Europe’s regions. Increasingly, electricity is no
longer generated in the vicinity of major industrial centres with high demand. In-
stead, it is produced in locations with good wind and solar resources, such as the
sparsely populated regions of northern and north-east Germany. This means that
the electricity must be transported over longer distances.

¢ Rising demand and changing consumption patterns: In the future, demand
for electricity will rise in the heating and transport sectors. As a result, electricity
will play an even more important role in the overall energy supply. Consumption
patterns are also changing due to the growing numbers of electric vehicles, heat
pumps and other flexible, controllable electricity consumers in both private house-
holds and industry, and the rising number of stationary storage systems. ICT sys-
tems also account for a significant share of total energy demand.

¢ Growing strain on electricity grids: Even today, the increasing quantities of
wind and solar power being fed into the grid mean that distribution system opera-
tors are already having to intervene more frequently to prevent grid congestion
caused by generation peaks — and this trend is expected to grow much stronger in
years to come. Transmission grids are also operating close to their limits on a more
regular basis.

¢ Changing role of small private actors: Generation, storage and consumption
can converge at local level in the shape of small private actors known as prosum-
ers, who not only consume electricity but also generate it themselves, feed it into
the grid and store it.

e More volatile energy markets: Energy markets are moving towards smaller,
more easily traded quantities of energy and shorter supply periods, but a wider ge-
ographical spread. Different price signals for different areas are becoming increas-
ingly necessary.
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¢ New business models: New business models are already emerging today in
areas such as renewable energy marketing and smart home platforms for con-
necting devices within households.

1.3 The digital revolution

Digitalisation is affecting almost every area of our economy and society, and the en-
ergy supply is no exception. Applications and processes are being networked and auto-
mated, physical objects are being connected to the Internet, social media is changing
the way people interact, and artificial intelligence is being used to support or even make
decisions. Many digitalisation developments are unforeseeable due to the speed of
innovation, their rapid market penetration and their disruptive nature.

Information and communication technology (ICT) is being used to in-
crease connectivity throughout every part of the energy supply system. The rollout
of smart meters has huge potential for digitalising the energy supply system, since it
provides a secure infrastructure for controlling decentralised units. Its implementation
is currently the subject of intensive discussions between the relevant standardisation
bodies and the Federal Office for Information Security (BSI). But there is much more
to digitalisation and ICT — they encompass all technologies, applications and processes
used for the electronic acquisition, processing and communication of information. This
includes hardware such as servers and communication networks, but also software.
More and more data is becoming available, and the systems for processing it — often in
real time — are constantly improving. Distribution grids in particular will need to be
more extensively automated in order to efficiently integrate the growing but fluctuating
quantities of electricity generated by renewable energy systems.

IT/OT convergence can add value. Until now, strict physical separation was
always maintained between the ICT systems used for business and administrative pro-
cesses and transactions (IT/information technology) and the ICT systems used to di-
rectly control production processes (OT/operational technology). Today, however,
there is more and more interaction between these two areas. One example is the use of
OT data to determine when maintenance work needs to be carried out. Conversely, OT
systems also have interfaces with other systems, for instance so that they can take ac-
count of how switching operations affect the service life of operating resources (i.e. elec-
trical equipment such as power lines, transformers and switchgear) in order to improve
economic efficiency.

Digitalisation will lead to the emergence of new energy supply actors offering
digitally enabled products or energy supply platforms. Examples include smart home
application platforms and market platforms for trading energy. In the future, it is likely
that more or less all consumer devices and appliances, from lights to TVs and fridges,
will be connected to the Internet in what is known as the Internet of Things. Providers
from other industries are already marketing systems such as smart home solutions that
can control appliances and devices automatically. Consequently, it is not enough simply
to consider technical and operational processes when assessing the impacts of digitali-
sation — changing social and economic trends must also be taken into account.
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In order to manage these new complexities efficiently, ICT will need to play an
increasingly important role in the operation of the electric power system. This will in
turn give rise to new vulnerabilities caused by cybersecurity weaknesses, software
bugs, or human error when using the software in question. Restoring the electricity
supply in a distributed, digitalised energy system will also be more complex. On the
other hand, digitalisation makes it possible to respond far more quickly to un-
foreseen events. This is because software can generally be updated in far less time
than it takes to develop and replace physical components. Digitalisation is here to
stay — it offers huge opportunities, but also poses threats to the security of
the energy supply.

The developments associated with the energy transition and digitalisation are
thus leading the responsible actors into a world that is far more uncertain and un-
predictable. It is likely that there will be many more minor incidents, and these will
need to be swiftly resolved or absorbed so that they do not escalate into major power
outages.

1.4 New blackout risks

The ESYS working group used a range of future scenarios for 2040 to explore the de-
velopment of blackout risk factors and identify new ones that could arise during the
next two decades as a result of changes in the system. Four basic causes of new risk
factors were identified. There is very little that policymakers can do to mitigate the
basic causes themselves.

Basic cause 1: The multitude of small, actively controllable electricity gener-
ators and consumers are system relevant due to the possibility of simultaneous ac-
tivity enabled by digitalisation. This includes both the possibility that the output of mul-
tiple units will be switched off or reduced at the same time, and simultaneities, i.e. the
simultaneous use of the grid infrastructure by large numbers of electricity generators
or consumers. The effects of simultaneously switching a large number of small consum-
ers (e.g. heat pumps, charging electric vehicles or home electricity storage systems) on
or off via the Internet can result in destabilising frequency fluctuations. The causes of
problematic simultaneous activity include the participation of the relevant units in au-
tomated markets. Switching commands from other platforms operated e.g. by the de-
vice or unit manufacturers or by independent actors from other industries can also re-
sult in undesired simultaneous activity. And problems may also be caused by targeted
malicious tampering. Moreover, a lack of incentives for grid-stabilising behaviour can
cause issues, especially with small, decentralised generators. Lack of acceptance can be
a further difficulty — some members of the public are sceptical about technological so-
lutions that impinge on their freedom of choice. This can hinder the deployment of so-
lutions that could help to stabilise the grid. New municipal or cooperative structures
can also alter the balance of interests.

Basic cause 2: ICT failures can result in major threats. The measures currently
taken to protect against digital incidents such as software bugs or cyberattacks fall a
long way short of what will be required in a highly digitalised future. At present, only
relatively large systems and infrastructures are classified as critical infrastructure (see
infobox on “Critical electric power supply infrastructure”) and are therefore obliged to
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protect their ICT systems against digital incidents. In the future, however, ICT systems
that have not traditionally been regarded as components of the energy system will also
pose a threat. In conjunction with the platform economy, the small, connected devices
that are described under “Basic cause 1” constitute a particularly significant and wide-
spread vulnerability. If someone hacks a platform, they can gain control of all the de-
vices connected to it. These risks are compounded by other trends in the ICT sector.
Firstly, the short innovation cycles and pressure to bring software products to market
as quickly as possible can tempt developers to cut corners with regard to security stand-
ards and software quality. Secondly, the tendency for device manufacturers to form ol-
igopolies or monopolies means that the same security vulnerabilities can potentially
affect a very large number of devices. When taken together, these devices become sys-
tem-critical. And thirdly, highly professional products and services for enabling
cyberattacks and identifying security vulnerabilities have now become a “growth mar-
ket”. This trend also includes State actors in Germany and other parts of the world, who
are increasingly requiring backdoors to be built into software and developing tools to
launch their own cyberattacks (e.g. “State trojans”). A further complication is that de-
fective or maliciously compromised ICT systems cannot simply be switched off — doing
so would result in a blackout, since it would no longer be possible to control the elec-
tricity grid. In other words, even if it has been compromised, the system must continue
to operate without causing further faults or damage. But this is extremely difficult in a
highly distributed system where there are multiple responsible actors and where new
types of problems can arise. Moreover, many of the actors will not be able to build up
the know-how needed to deal with this kind of security issue.

Critical electric power supply infrastructure

Supplying electrical power is a critical service. The BSI Regulation on the Determination of Critical
Infrastructures (German: BSI-Kritisverordnung — BSI-KritisV) defines what may be classified as criti-
cal infrastructure. 1° This involves calculating the net capacity for which at least 500,000 people
would be affected in the event of a power outage. The following specific types of system are classi-

fied as critical infrastructure on this basis:

e Generating systems with an installed net nominal capacity of more than 420 megawatts. These
include generating plants, decentralised generating units, storage systems, and facilities or sys-

tems for controlling/aggregating electric power.
e Transmission and distribution grids that transmit or distribute over 3,700 gigawatt hours a year.

e Key facilities and systems for trading electricity that are relevant to physical, short-term spot
trading in the German market and that trade more than 200 terawatt hours a year on the mar-
ket.

e Behind-the-meter devices that consume or feed in more than 420 megawatts.

10 See BSI-KritisV 2017.
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What exactly does this mean?
The following table provides some examples of what this means for a highly connected future energy system:

Number of

units equiva- This is roughly equiva-
lent to 420 lent to: 12

megawatts

G Typical installed

capacity!!

Decentralised generating units

lar (low-vol level .5% of units in Ba-
Solar (low-voltage level) 14.25 kilowatts 28,000 9.5% o"unlts in Ba
den-Wirttemberg

Onshore wind
(high- and extra-high 2 megawatts 210
voltage levels)

13% of units in Lower
Saxony

Behind-the-meter devices

All the households in

Fridges 140 watts 3,000,000 .
Berlin and Hamburg
combined
9% of residential
Heat pumps 2 kilowatts 210,000 buildings in Baden-

Wirttemberg (the
German state with
the highest number of
heat pumps)

Peer-to-peer markets as illustrated by the SmartQuart Bedburg 3

Per household
e Two people (with annual

2.5 kilowatts:
consumption of 2,400 kil- . .

e 0.5 kilowatts 1% of municipa-
owatt hours) ) 168,000 house- .

e 2 kilowatts " lities in Germany

® Heat pump

Table 2: How many decentralised units does it take to reach the size of a critical infrastructure?

The examples shown in Table 2 are just rough estimates based on the BSI-KritisV criteria. They nev-
ertheless serve to demonstrate that a critical mass of electrical units can be reached relatively
quickly. The actual number of units needed to pose a threat to security of supply will depend on
multiple factors such as the units’ location and spatial distribution. This is something that should be
investigated when developing resilience measures. It may be necessary to review the thresholds for
classifying systems as critical infrastructure. It is also important to check whether any other actors
should be taken into account (see policy option 4).

11
12

13

Authors’ own calculation based on Netztransparenz 2019; BDEW 2017.

Authors’ own calculation based on Netztransparenz 2019; Statistisches Amt fiir Hamburg und Schleswig-Hol-

stein 2020; Statistik Berlin Brandenburg 2020, Statistisches Landesamt Baden-Wiirttemberg 2020.

This district includes 130 homes, with one heat pump per household. It is assumed that electricity is traded via a plat-
form. The calculations are based on these assumptions. See SmartQuart 2020.
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Basic cause 3: The system’s technical complexity makes it harder to predict
operational impacts. Because it is affected by the weather, season and time of day,
the generation of electricity using photovoltaic (PV) and wind power systems requires
rapid — and often immediate — responses to changes in these factors. However, the
growing number of decentralised electricity generation and storage units means that
the interdependencies between the different system components are becoming more
and more complex and can have unforeseen and mutually reinforcing effects. The use
of artificial intelligence to autonomously control decentralised units can also result in
emergent behaviours that make it harder to predict the behaviour of the system as a
whole. Finally, future energy markets could also give rise to unpredictable system dy-
namics, for instance due to variable tariffs where the price charged for electricity can
go up or down at different times, or due to new types of market such as peer-to-peer
markets, which are not centrally controlled and where electricity is bought and sold
directly between two parties.

In addition, the growing mutual interdependence between the electricity
and ICT systems can give rise to more complex incidents. The electricity supply of
the future will be much more dependent than it is today on the correct functioning of
ICT components both within the energy system (e.g. grid operators’ control systems)
and outside of it (e.g. platforms or smart home systems). At the same time, ICT is crit-
ically dependent on the electricity supply. Accordingly, an ICT system failure can cause
parts of the electricity supply system to fail and vice versa. In the worst case scenario,
this could result in cascading subsystem failures. In other words, even small subsystem
failures could escalate into a major blackout. And if a blackout does occur, these inter-
actions and all their potential feedback effects could also make it more difficult to gain
an overview of the situation and restart the system.

Basic cause 4: Uncertainty about future developments inhibits optimal sys-
tem design. The design of the electric power system — including its technical structure
and processes, guidelines and regulation — is based on explicit and implicit assump-
tions about the future. However, the uncertainties described above mean that some of
these assumptions are likely to prove incorrect. This is further complicated by the fact
that once a technology has been implemented or an infrastructure built, it creates a
path dependency. In other words, it becomes harder to adapt to new, unexpected de-
velopments at a later date, due to factors such as the length of time needed to carry out
retrofits. The different rates of development of energy infrastructure and ICT constitute
a further challenge. Many electricity system components remain in use for several dec-
ades, whereas software is often updated several times a year, and ICT innovation cycles
are just a few years long.

Regulatory risks can also arise from a failure to adequately define the responsi-
bilities of different actors, or from a lack of coordination between different countries.
The unpredictable evolution of public opinion is another factor that adds to the uncer-
tainty.
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1.5 Arresilience-based approach to preventing outages

Why are current approaches to blackout prevention no longer enough?

Conventional risk management focuses on identifying and eliminating system design
flaws. To do this, it relies heavily on empirical knowledge and lessons learnt from the
past. Risks are measured and evaluated by estimating the probability of an adverse
event occurring and the damage it would be likely to cause. The results are used to
eliminate weaknesses, creating a robust, less vaulnerable system. Robustness is the
antithesis of vulnerability — a robust system can cope with an adverse event without
detriment to its performance quality. Until now, the primary trigger of most blackouts
was the failure of a major component — e.g. of a large power plant or of a short-circuited
transmission grid line. This would result in a succession of further faults. The probabil-
ity of a blackout in Germany has been kept extremely low thanks to an appropriate sys-
tem design, with a particular focus on redundancy'4 of large operating resources.

However, in the light of the basic causes of new blackout risks described in the
previous section, it is clear that we lack the knowledge and experience to carry out a
risk-based assessment of key future risk factors.’s The increased complexity of the
electricity supply (basic causes 2 and 3) makes it impossible to undertake a full anal-
ysis of all possible adverse events. Meanwhile, the uncertainty (basic cause 4) regard-
ing the future evolution of the electric power supply means that risk prevention
measures cannot cover all possible developments. In addition, different actors draw
different conclusions from the generally available knowledge about the future electric-
ity supply (socio-political ambiguity). Factors such as their own particular values
will therefore influence how they evaluate the acceptability of certain risks and the
measures needed to prevent them.

Resilience is a tried-and-tested concept for coping with the uncertainties in
complex socio-technical systems. The fact that its main focus is on achieving a soft land-
ing?¢ after an adverse event has occurred makes resilience a more effective means of
coping with unforeseen incidents. A resilient electricity supply is able to absorb
incidents without damage or, if parts of the system do fail, is at least able to return to
normal operation rapidly, affordably and with a minimum of damage.” A resilient sys-
tem is particularly well equipped to cope with new conditions associated with the sys-
temic changes caused by the energy transition and digitalisation. This position paper
does not discuss measures to increase the system’s physical robustness and resilience,
or switching operations that respond automatically to physical parameters such as volt-
age or frequency in order to absorb any deviations from normal operation.

Figure 2 illustrates the concept of resilience and shows the advantages of a resilient
system over a non-resilient system. Incidents can be absorbed, allowing the electricity
supply to be partially maintained and the system to be restored significantly faster.

14 Redundancy means the availability of additional operating resources that perform the same function but are not re-
quired under normal operating conditions. If an operating resource fails, these additional resources can take over its
function.

15 Based on Aven/Renn 2009.

16 See Kroger 2019, p. 291 and Thoma 2014, p. 14.

17 Based on acatech/Leopoldina/Akademienunion 2017, p. 10.
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Figure 2: Restoring system functionality: responding appropriately to an incident (absorption of disruption), revert-
ing to critical functions and stabilising the system (stabilisation), followed by a controlled return to normal system
operation (restoration).®

1.6 Methodological approach used by the working group

Drawing on risk governance! methodology, a comprehensive environment analysis of
the future energy supply system with a particular emphasis on digitalisation was car-
ried out in a series of interdisciplinary workshops, supported by academic research.
The focus was on developments that will be relevant to blackouts over the next twenty
years. A scenario analysis was then undertaken in order to assess potential future de-
velopments. Four different scenarios described what the future energy system might
look like in 2040. The emerging new threats that could lead to blackouts were analysed
for each scenario. It was found that the origins of these threats could be traced back to
four basic causes.

The next step involved identifying ways of countering these new threats. Finally,
policy options for implementing these solutions were formulated, assigned to the rele-
vant actors, and evaluated by a cross-disciplinary team. The policy options focus on the
areas where action is required today. This is because some measures will take several
years to implement (for instance if research and development is necessary), and be-
cause the future development of the energy system needs to be planned well in advance
due to the long-term investments involved.

18 Babazadeh et al. 2018, p. 32 f.
19 IRGC2018.
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New ways of thinking will be required in order to effectively counter the risks arising
from the changes in the electricity supply system and ensure continued security of sup-
ply in the future.

Consequently, the ESYS working group identified seven problem-oriented pol-
icy areas for which it formulated corresponding policy options. If implemented
promptly, these policy options can help to solve the medium- to long-term problems
that they address by 2040. The authors also set out how policymakers can encourage
the responsible actors to implement these measures and support their efforts to do so.
The measures are designed to strengthen resilience so that major blackouts can be pre-
vented or so that the electricity supply can be restored as quickly as possible after a
blackout, thereby minimising the social, economic and environmental impacts.

The following overview of the policy areas and policy options outlines the prob-
lems that arise from the basic causes of blackouts that are described in Chapter 1.4 and
are addressed by the different policy areas. It also lists the concrete policy options pro-
posed to tackle them:

Policy options:
Understanding and managing the interactions between ICT and energy systems

In the future, the electricity supply will be increasingly dependent on ICT systems.
It is vital to ensure that ICT system failures do not result in blackouts.

* Policy option 1 — Analyse interdependencies between the electricity supply and communication networks.,

* Policy option 2 — Establish rules for resilient communication networks.
* Policy option 3 — Encourage the relevant actors to integrate the operation of ICT systems and electricity grids.

Policy options:

Systemic development of cybersecurity

ICT threats (that may also originate from outside the electricity supply system) can seriously disrupt the electricity
supply and call for both technological and organisational solutions.

* Policy option 4 — Introduce cybersecurity standards for all the relevant actors.
* Policy option 5 — Define measures for addressing security vulnerabilities.



Policy options:

Strengthening the contribution of grid operators and grid users to technology resilience

Grid operation is set to become more challenging, especially in distribution grids. Both small grid operators and
the operators of small generating systems will need to make a much greater contribution to resilience than is
usually the case today.

* Policy option 6 — Accelerate digitalisation of electricity grids.
» Policy option 7 — Formulate guidelines for enabling resilience through decentralised structures.

Policy options:

Ensuring that ICT integration of small devices supports grid stability

In the future, the majority of devices and appliances will be connected to and digitally controlled via the Inter-
net. It will be vital to avoid undesired simultaneous activity that can jeopardise the stability of the electric power
system, for instance when high load peaks are caused by large numbers of devices being switched on at the same
time. On the other hand, these devices can also be used to actively stabilise the power system.

* Policy option 8 — Promote standardisation to prevent problematic simultaneous activity.
* Policy option 9 — Increase the use of decentralised units to strengthen system stability.

Policy options:

Increasing incentives for grid operators to strengthen resilience

There is a general lack of effective and efficient incentives for grid operators and market players to behave in a way
that strengthens resilience. The relevant market incentives should be created.

* Policy option 10 — Incorporate a resilience component into the incentive regulation.
* Policy option 11 — Introduce grid tariffs and smart connection agreements that strengthen resilience.

Policy options:

Ensuring that private actors are involved in the design and implementation of resilience measures

Private actors may also need to manage their systems in a way that supports the grid. A stakeholder forum should
be created to provide input on this aspect and to develop solutions that are viable for the relevant user groups and
address any acceptability issues.

* Policy option 12 — Establish a stakeholder forum to address the interests of private actors.
* Policy option 13 — Raise awareness about the influence of private actors.

Policy options:

Institutionalising long-term risk and resilience assessment

Digitalisation and the energy transition will give rise to unforeseeable trends that could increase the risk of black-
outs. An appropriate organisational framework should be created that enables flexible responses for coping with
these trends.

* Policy option 14 — Create an organisational framework for incident reporting and resilience assessment.
* Policy option 15 — Establish an overarching monitoring process.

Table 2: Overview of the policy areas and policy options
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Key areas for implementation of policy options

Venturing into an unknown future is a constant learning process that requires
continuous action and an awareness of path dependencies. Some of the threats
outlined in this paper could become reality within the next few years. Conse-
quently, policymakers must act now so that they can respond to these develop-
ments. There are four key areas where policy options can be implemented:

Processes, products and regulations: Actors are required or encour-
aged to modify their operational processes or products. Measures in this
category can be deemed appropriate if we already know that there is a prob-
lem with resilience for which solutions exist and can be evaluated.

Research: Gaps in our currently inadequate knowledge about a digitalised
energy system are closed, allowing the development of measures to
strengthen resilience. This is achieved primarily through studies and re-
search papers.

Organisations: The relevant authorities and bodies can be restructured
or newly established in order to delegate and operationalise responsibility
for the policies in question.

Participation: An approach based on dialogue and transparency helps to
ensure the acceptability of the relevant measures and build confidence in
the appropriateness of the relevant decisions.

® B © @

The individual policy areas and options are outlined and discussed in the following
seven subsections. The subsection on each policy area begins with a description of the
key problem and the resulting threats that could cause blackouts during the coming
decades. The key policy options requiring urgent action are then discussed and as-
signed a timescale for their implementation (® ® ® in the next two years, ®® in two to
four years, ® in five to ten years). The effectiveness of each policy option in terms of
strengthening resilience is also rated (® ® ® major contribution, ®® significant contri-
bution, ® modest contribution).

There are various ways in which policymakers can implement the proposed pol-
icy options. The next step should therefore be to analyse various concrete solutions for
implementing the findings presented in this paper. For instance, it will be necessary to
weigh up the pros and cons of regulatory solutions versus financial incentives and of
government regulation versus self-regulation for each policy option. It will also be nec-
essary to consider whether a common European approach should be pursued or
whether a national solution is (initially) more practicable. The answers to these ques-
tions vary on a case-by-case basis and should therefore be analysed separately for each
policy option. An exhaustive discussion of the different implementation pathways for
each of the 15 policy options is beyond the scope of this position paper and would be at
odds with its goal of providing an accessible overview of the most important risks, pol-
icy areas and potential solutions. Accordingly, this position paper should also be seen
as an attempt to kick-start the public and policy debate on the concrete implementation
of the policy options.
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2.1 Policy area 1: Understanding and managing the interactions between ICT
and energy systems

In the future, the security of the electricity supply will be far more dependent on ICT
than it is today. This applies not only to grid operators, but also to other energy actors
such as electricity traders and distributors. But actors originating from outside the en-
ergy industry — such as the operators of the public communication networks that un-
derpin the Internet — will also have a significant influence on energy supply security.
The interdependencies between the electricity supply and ICT systems mean that there
is a danger of cascading failures. For instance, a communication system failure could
cause a power failure, which could in turn trigger further disruption to communication
systems, resulting in further power outages, and so on. ICT issues that cause the sim-
ultaneous failure of multiple ICT components are particularly critical.

In the future, electricity and ICT systems will combine to form an overall system
characterised by mutual interdependencies — in other words, a complex cyber-physical
energy system. Digital technology can help to manage this complexity and improve the
system’s predictability and stability. However, a lack of situation-specific information
about possible disruption to ICT systems can lead to errors in the operation of the
power grid at any time. Appropriate cybersecurity measures can go some way towards
mitigating the impact of faulty or unstable ICT systems (see policy area 2). However,
the ICT applications and communication system used for planning, monitoring and
control purposes are still widely viewed as external systems that operate “alongside”
the strictly physical electricity supply system. This view no longer accurately reflects
reality and should be replaced by an approach that recognises the convergence of the
two systems.

ICT systems also play an especially important role in helping to rapidly restore
the grid after a blackout. Grid operators must work together to coordinate the technical
aspects of restarting the grid, power plants must be controlled and connected in a co-
ordinated manner, and information about the status of the grid — which remains fragile
while it is being restarted — and about the balance between load (electricity consump-
tion) and feed-in must be continuously analysed. Failure to ensure that the relevant ICT
systems are equipped to cope with power outages would seriously compromise efforts
to restore the electricity supply.
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Policy option 1
Analyse interdependencies between the electricity supply
and communication networks

Outcome: Coordination of the energy infrastructure and the relevant communication systems
ensures that their mutual interdependencies no longer constitute a risk.

Urgency: ® ® ®  Effectiveness: ® ® @

What action can be taken today?
® Learn more about the interdependencies between the two infrastructures.

* Formulate European guidelines in cooperation with industry associations and policy bodies.

The mutual interdependencies between the technical side of the electricity supply sys-
tem and the relevant communication networks must be managed in a way that makes
cascading failures impossible or at least extremely unlikely. One way of achieving this
is by reducing the dependency of system relevant ICT systems in one section of the grid
on the electricity supply in other sections of the grid. The responsible grid operators
ensure that any sections of the grid not affected by a potential power outage do not rely
either directly or indirectly on ICT systems in the section of the grid affected by the
outage in order to maintain the electricity supply. This means that, in the event of an
outage, only the ICT systems in the affected area would be compromised (and could be
secured), without disruption to the ICT systems in other sections of the grid. However,
the extent to which this is actually possible remains unclear. The challenge is made
more difficult by the multiple connections between ICT systems and the fact that com-
munication networks and electricity grids often cover different geographical areas.

Before a solution of this kind is developed and implemented, it is essential to
know which interdependencies exist between communication networks and the elec-
tricity supply system and how they can be mitigated in order to maintain a basic elec-
tricity supply if communication is disrupted. Potential cybersecurity vulnerabilities
arising from these interdependencies should also be identified. Government should
therefore initiate the necessary studies and research programmes. The findings of these
studies and projects should be discussed at European level and translated into proce-
dures and regulations. As well as government, it is particularly important to ensure the
involvement of the European TSO network (ENTSO-E), the DSO network that has been
called for by the European Union but has not yet been established,2° and the relevant
standardisation organisations.

20 Regulation (EU) 2019/943, Arts. 52—56.
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Policy option 2
Establish rules for resilient communication networks

Outcome: The communication networks have an adequate level of redundancy and, where
necessary, are blackout-proof.

Urgency: ® @ Effectiveness: ® @ @ @

What action can be taken today?
* |dentify requirements for blackout-proof communication for the electricity grid

* |f necessary, specify standards for the technology used.

Greater redundancy must be built into communication networks in order to signifi-
cantly reduce the risk of a communication network failure jeopardising the electricity
supply. It is important to take common cause failures into account, in order to ensure
that the same issue does not also cause the redundant systems to fail.

Operators should also make part of the communication network blackout-proof.
This would involve equipping it with its own, independent, potentially battery-based
power supply that would allow it to keep functioning in the event of a power outage.
This is necessary for a variety of reasons, for example to support restoration of the sys-
tem by the grid operators or island mode operation in the event of a blackout.

The grid operators should come to a technical decision regarding which parts of
the communication networks need to be blackout-proof, the length of time that the
backup systems should be able to operate during a power outage, and the best mix of
technologies from both a technical and an economic standpoint. Their recommenda-
tions should form the basis of binding instructions for the grid operators to implement
the relevant measures in the field.

In addition to the CDMA 450 mobile communication standard that is currently
under discussion, other technology solutions should also be examined. These could in-
clude prioritising parts of the public mobile communication network for critical ser-
vices, and satellite communication, which is becoming more affordable and is not af-
fected by power outages.
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Policy option 3
Encourage the relevant actors to integrate the operation
of ICT systems and electricity grids

Outcome: Integrated situational awareness of electricity grids and ICT networks
makes it possible to identify ICT malfunctions that could cause operational disruption.

Urgency: ® ® Effectiveness: ® @ @

What action can be taken today?
¢ |ncorporate ICT monitoring into grid operating systems.

¢ |ndustry associations to plan and reach binding agreement on the coordination of ICT status trans-
mission between the actors.

In future, the technical electricity system parameters and the system status data of the
relevant ICT components and communication networks should be integrated to pro-
vide overarching situational awareness. This will allow the operational side to take ac-
count of any data that has not been transmitted or has been transmitted incorrectly. In
other words, the operational systems of the grid operators and other actors who affect
the system’s stability must identify and assess potential ICT system malfunctions as
early as possible and take the appropriate action to address them.

Information about the TSOs’ communication systems is already available today
and should be integrated into the grid control systems. This information can usually be
extracted from the communication monitoring systems. Training exercises could then
be organised to practise how to use the information in the event of an incident (see
policy option 6). Grid operators could also carry out pilot projects in which defined use
cases are employed to test the effectiveness of the integrated control systems. The re-
sponsible national and/or European associations should pursue and prioritise action
in the following three directions:

1. From high to lower voltage levels: The big DSOs in the high-voltage level should
integrate their ICT information in the same way as the TSOs.

2. From grid operators to other actors: As system security measures become increas-
ingly reliant on ICT systems that are not controlled by the grid operators, as in the
case of wind farm control, for example, it will be essential for the grid operators to
know the status of these systems and reflect it in their operations.

3. From individual grid operators to the cascade: In order to assess their grid’s current
status, grid operators need to know whether subordinate grids (i.e. lower voltage
level grids connected to their grid) are able to carry out their instructions.

Binding regulations governing the exchange of the relevant ICT data must be formu-
lated for each of these action points. These regulations should stipulate the relevant
data formats and how often operational transaction data must be shared, for example.
ENTSO-E already regulates data sharing for TSOs.
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2.2 Policy area 2: Systemic development of cybersecurity

Cyberattacks are a new threat to the electricity supply that has recently come to the
fore, following power outages in Ukraine in 2015 and 2016 that were found to have been
intentionally caused by acts of sabotage.2! ICT failures have also already contributed to
a number of major power outages. The security situation is set to become even more
challenging over the coming years and decades. In accordance with the Act on the Fed-
eral Office for Information Security, the BSI Regulation on the Determination of Criti-
cal Infrastructures22 currently only requires dedicated cybersecurity measures to be im-
plemented by the operators of particularly “large” energy system infrastructures such
as large power plants (see infobox on “Critical electric power supply infrastructure”).
But future blackouts could also be caused by a cyberattack on alarge swarm of “smaller”
systems that are present in huge numbers in the energy system. These include standard
distribution grid automation components, photovoltaic system control units and elec-
trical appliances in private households, all of which can increasingly be accessed via the
Internet. This type of cyberattack is made easier by the fact that many of these devices
run the same software. As a result, the same software security vulnerability can be ex-
ploited to attack large numbers of devices simultaneously. The combined impact can
be greater than the failure of a large power plant, and can certainly result in a blackout.
ICT systems that do not form part of the energy infrastructure — such as central service
platforms, smart home services and manufacturers’ remote maintenance control cen-
tres — can also have a combined system-critical effect. This is because they control huge
numbers of devices that are thus vulnerable to malfunctions or sabotage. In view of the
sheer number and diversity of systems and ICT components that will affect the future
energy supply, it is clear that the current cybersecurity measures for critical energy sys-
tem infrastructure are no longer adequate. At present, hardly any measures are in place
to protect against the threat of a successful attack on these systems.

But it is not just unintended malfunctions and criminal activity that can pose cyberse-
curity threats. In a bid to combat crime more effectively, governments also sometimes
order cybersecurity vulnerabilities known as backdoors to be built into ICT systems so
that they can be accessed without the usual access permissions, as well as developing
tools to launch their own attacks. All critical infrastructures could be threatened if de-
tails of these backdoors got into the wrong hands.

The speed of innovation in the ICT sector poses a further challenge. Protracted security
standard certification processes must not be allowed to hold back innovation. The prob-
lems that this can cause are illustrated by the rollout of smart meters, where delays in
the certification process caused uncertainty in the market and led to issues with the
implementation of other services (gateway administration and value-added services).
These delays can also lead to the emergence of alternative solutions outside of the se-
cure smart meter infrastructure. There is thus a danger that, as well as being less effi-
cient, cumbersome procedures could also compromise security.

Cybersecurity can never be guaranteed by the introduction of technical solutions alone.
On the contrary, relying on technical solutions creates a false sense of security and can
actually increase vulnerability. Accordingly, the actors in charge of ICT systems should

21 Whitehead et al. 2017.
22 BSI-KritisV 2017.



ensure that their processes combine technical and organisational measures. It is not
enough to focus on preventing cyber disruption — it is also vital to keep the system run-
ning during an incident, resolve the issue, and analyse what went wrong. Many actors
lack the necessary knowledge or personnel to do this.
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Policy option 4
Introduce cybersecurity standards for all actors relevant to blackouts

Outcome: Smaller actors and actors from other industries are covered by cybersecurity
standards along the lines of the BSI Regulation on the Determination of Critical Infrastruc-

tures. These standards have been harmonised as far as possible at European level, and are
innovation-friendly.

Urgency: @ ® @ Effectiveness: ® ®

What action can be taken today?
¢ Define risk scenarios as a basis for the standards and identify the relevant actors.
* Protect small grid operators against simultaneous attacks.

¢ Adapt security standards for the relevant third parties.

The first step in formulating new security standards involves the use of risk scenarios
to establish which cybersecurity issues that are at present relatively overlooked could
result in blackouts. As well as attacks on transmission and large distribution grids,
these risk scenarios should also address other types of attacks and failures, especially
those that affect a large number of small units or relevant ICT systems belonging to
actors outside of the energy value chain, such as manufacturer platforms or centrally
managed smart home systems. The risk scenarios should be regularly updated to keep
pace with the rapid and unpredictable development of digitalisation. These scenarios
can be especially helpful for implementing security by design, where cybersecurity is
built into the design of new solutions and systems.

In the medium term, the binding cybersecurity standards developed on the basis of
these scenarios in order to protect the electricity supply should be harmonised and
standardised throughout the EU. It will be important to ensure that the regulations and
certification procedures are appropriate for the size of the actors.

If binding security standards are also adopted for small, behind-the-meter devices, it
could help to prevent the potential threat to the electricity supply posed by huge num-
bers of consumer products with security vulnerabilities. In addition, the grid connec-
tion rules for electricity consumers and generators in the distribution grid should at
least be expanded to include cybersecurity measures that make it harder to carry out
simultaneous attacks on a large number of such units.

The standardisation process should be accelerated to keep pace with the rate of digital
innovation, in order to ensure that the innovations required for the energy transition
are not held back or completely prevented. However, it will also still be necessary to
meet high data protection requirements. This will call for the establishment of a secu-
rity standard development process that regularly evaluates the standards’ effectiveness
and allows for their subsequent modification as and when necessary. The standards
could be designed by industry associations on the basis of government requirements,
while certification could be carried out by qualified market actors. The latter should be
able to carry out certifications faster and more cost-effectively than the State.



Policy options I

Policy option 5
Define measures for addressing security vulnerabilities

Outcome: The number of blackout-relevant cybersecurity vulnerabilities has been minimised,
and a rapid response to security incidents is possible. @

Urgency: @ @ Effectiveness: ® ® @

What action can be taken today? @ @ @

e Reduce the risks arising from government-mandated security vulnerabilities.

* Reduce the risk from security vulnerabilities in products that perform system-critical roles.
* Protect OT against IT failures.

* Create European emergency response teams to provide support in the event of a cyberattack.

Even the best security measures cannot provide total protection against ICT-based vul-
nerabilities due to software bugs, human error in security management or government-
mandated backdoors.

Government-mandated backdoors are created when government authorities re-
tain a means of accessing ICT components or develop ICT tools that allow them to ac-
cess third-party computers so that they can manipulate or delete their data and pro-
grams. Examples include State trojans and active cyber defence software.23 Since
measures of this type present a high risk to security of supply, a detailed risk assessment
is indispensable (also for other critical infrastructures). While the assessment process
should be as transparent as possible, a certain degree of confidentiality will of course
be necessary. The appointment of a body independent of the Ministry of the Interior to
monitor the assessment process would help to ensure the quality of this measure.

Third-party States can gain access to system-critical ICT components in other
countries by ordering their manufacturers to build security vulnerabilities into their
software. One way of countering this threat is to require manufacturers to disclose the
source code to government inspection bodies. This approach was adopted by the UK
government to address Huawei’s involvement in upgrading the mobile communication
network.24 However, questions remain about how to carry out such inspections. There
is also some discussion about whether only certain European manufacturers should be
allowed to supply ICT systems for particularly critical core parts of the electricity supply
system. Dependency on individual manufacturers could also be reduced by obliging CI
operators to use products made by different manufacturers alongside each other, and
requiring them to ensure that products are replaced periodically or can be replaced suf-
ficiently quickly.

A common security strategy should be developed for IT/OT systems. Where nec-
essary, it should be possible to clearly separate the two in order to protect the OT side.
Everything possible should be done to ensure that IT problems do not lead to critical
disruption of OT systems. Appropriate fallback solutions should also be identified.

23 While the authors recognise that measures such as State trojans are highly controversial, their ethical, technical and
legal evaluation lies outside the scope of this position paper.
24 Katwala 2019.
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Many relevant infrastructure operators do not have personnel with the knowhow
required to thwart and analyse a complex cyberattack aimed at causing a blackout. Sup-
port could be provided by emergency response teams made up of experts in this field,
ideally assembled at European level.

IT/OT convergence

IT/OT convergence is a phenomenon associated with digitalisation. Operational technology (OT) re-
fers to ICT systems that interact directly with physical equipment or technical processes. In this con-
text, information technology (IT) refers to ICT systems used to carry out business or administrative

processes and transactions, such as accounting, contract management and customer management.

In the interests of security, OT systems used to be kept physically separate from IT systems — data
could not be directly transmitted between the two system environments. However, IT/OT conver-
gence has led to a move away from this strict separation, in favour of greater integration of IT and
OT systems and data sharing between them. This allows costs to be reduced by eliminating parallel
infrastructures, and also enables more seamless workflow integration. IT/OT convergence is occur-

ring in many industries, including the energy sector.

One potentially security-critical negative impact of IT/OT convergence was highlighted when partici-
pants in a field trial simulating a local blackout attempted to refuel an ambulance. Although the
filling station had an independent backup power supply capable of maintaining power during a black-
out, the pump (OT) communicated with the point of sale system (IT) before allowing customers to
commence refuelling —and on this occasion, the point of sale system rejected the refuelling request,
since it was unable to connect to the tax authority responsible for fiscal transactions. While this
feedback from the IT system to the OT system is actually desirable in everyday operation, it caused

a problem in a blackout situation by preventing the ambulance from refuelling.

This illustrates how a failure outside of the OT system (in this case the failure of the tax authority’s
IT system) can have undesired effects on the OT side (preventing use of the pump in an emergency).
This becomes even more problematic for more system relevant OT systems such as power plant or
grid control systems. An extremely cautious approach should therefore be taken to IT/OT conver-

gence in the context of critical infrastructure.
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2.3 Policy area 3: Strengthening the contribution of grid operators and grid
users to technology resilience

The transformation of the electricity supply caused by its growing decentralisation and
digitalisation, coupled with the increasingly volatile generation of electric power,
means that the danger of “nasty surprises” for grid operators is increasing as every year
goes by. The system’s growing complexity will make it harder and harder for grid oper-
ators to predict their grids’ behaviour over the next two decades. Future incidents could
also be very different to the incidents that occur today — the interactions between gen-
erating systems that are affected by the season, time of day and weather, the huge num-
ber of devices that can be controlled via the Internet, and digital business models could
result in sudden, unexpected fluctuations in output. Distribution grids will increasingly
be pushed to their physical and technical limits, and will be characterised by extensive
automation and far more complex, (pro)active and challenging operational require-
ments. As a result, any failures could have more serious implications. Many DSOs will
have to respond to the significant increase in the fragmentation and diversity of new
actors by intervening to stabilise their own grids far more frequently than they do today.

Consequently, operators of small generating units will need to provide much
more technical support to strengthen resilience, and lower voltage level grid operators
will also need to do their bit.
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Policy option 6
Accelerate digitalisation of electricity grids

Outcome: Grid operators are much better equipped to support the system, thanks to exten-

sive digitalisation, new processes and regular resilience training.

Urgency: ® @ @ Effectiveness: ® ® ®

What action can be taken today? @ @

* Establish criteria for technical equipment — including those of small

grid operators — and for sharing information to enable proactive system operation.
* Establish a process for monitoring and evaluating progress with grid digitalisation.

* Provide mandatory training on coping with unforeseen events.

In order to resolve complex future incidents, grid operators will require comprehensive
situational awareness of the current system status, including information about subor-
dinate grids, the degree of flexibility currently available, and short-term predictions of
system dynamics. Extensive digitalisation of distribution grids and the generation and
storage units and controllable consumer devices connected to them will be essential for
grid operators to acquire and share this situational awareness and agree on the neces-
sary measures among themselves. The coordinated development of the digital infra-
structure and the definition of standards for sharing information among all the actors
will be key to making this possible. Grid operators should take the needs of upstream
grid operators into account when implementing their own digital infrastructure. Regu-
lators and grid operators must ensure that digitalisation is implemented in a way that
also allows small grid operators and coalitions of regional or local actors to cope with
new requirements. The BMWi and BSI?5 standardisation strategy could be extended in
order to assist with this objective. In addition, the relevant ministries could promote
the necessary research through individual calls for tenders on the topic of “resilience
and digitalisation” under the auspices of the 7th Energy Research Programme.2¢

A process should be established to agree on the relevant digitalisation goals,
monitor their timely implementation, and adjust them as necessary. The digitalisation
of the grids should be tracked and evaluated through this parallel monitoring process,
with the results being used to formulate recommendations or mandatory measures.
The digitalisation of the grids must go much further than simply rolling out smart me-
ters. Given the critical importance of local conditions in the distribution grids, distri-
bution system operators should retain the freedom to implement digitalisation in line
with their particular circumstances.

All grid operators should receive mandatory training that gives them the opportunity
to practise coping with novel and unforeseen blackout-relevant incidents and test new
ICT- and Al-enabled technologies and tools. Other actors who play an important role
in dealing with incidents — such as telecom network operators — should be included in
this training. It will be essential to agree on a standardised process and clear criteria
for developing and carrying out these training exercises.

25 BSI/BMWI 2020.
26 For more on initiatives to improve data sharing among grid operators, see also the Coordinet (www.coordinet-pro-
ject.eu) and TDX Assist (www.tdx-assist.eu) projects.
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Policy option 7
Formulate guidelines for enabling resilience through decentralised structures

maintain the electricity supply during a blackout. The supply of critical consumers is prioritised.

Urgency: @ @ Effectiveness: ® ® @
What action can be taken today?

* Carry out R&D projects and field tests to establish how best to implement this goal.

Outcome: Individual sections of the grid are able to operate in island mode and thus temporarily .ﬂ.
.

Given the appropriate technical and regulatory conditions, it is possible for part of a
distribution grid to temporarily operate in “island mode” during a blackout, maintain-
ing a usually limited local electricity supply. The part of the grid operating in island
mode is reconnected to the rest of the grid as soon as the blackout ends. Island mode
operation helps to mitigate the impact of blackouts and restore the grid to normal op-
eration.

The supply of electricity to critical consumers such as hospitals and the fire ser-
vice should be prioritised if the section of the grid operating in island mode does not
have enough generating capacity to fully supply the area it covers. All the relevant actors
(grid operators, unit operators, businesses and the general public) should be closely
involved in a participatory process geared towards establishing the regulatory frame-
work and technical conditions required to enable selective island mode operation.

As well as introducing socially acceptable and non-discriminatory rules for is-
land mode operation, it will be necessary to determine which sections of the grid should
be operated in island mode and how to calculate the minimum requirements for gen-
erating, consuming and storage structures. Storage units can play an especially im-
portant role in ensuring stable island mode operation.27 This potential function of stor-
age units in the energy system should be addressed by future storage technology R&D.
The relevant ICT requirements should also be taken into account (see also policy op-
tion 2), and fallback solutions should be developed that are capable of coping with ICT
component failure. It will furthermore be necessary to find a way of developing com-
mon rules for island mode operation and coordinating its implementation. In particu-
lar, it will be important to identify the rules that should be established as European
standards through the ENTSO-E network. Any potential new roles and duties for grid
operators should also be clarified. For example, the grid operator could either com-
pletely take over responsibility for load and generation control during island mode op-
eration, or they could support the self-organisation of aggregators or decentralised elec-
tricity generators and consumers.

Answers to these questions should be identified through R&D projects, and pilot pro-
jects should be carried out to test the relevant solutions in the field under real-life con-
ditions. Calls for tenders for these projects could be issued under the auspices of Ger-
many’s 7th Energy Research Programme, for example. Since implementation of these
measures will be a lengthy process, it should be commenced as soon as possible. The

27 For an in-depth discussion of how battery storage systems can be used, see acatech/Leopoldina/Akademienunion
2020-1.
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establishment of the necessary regulatory framework will take even longer and should
therefore also begin without delay.

2.4  Policy area 4: Ensuring that ICT integration of small devices supports grid
stability

Within the next few years, almost all new electricity generating units (roof-mounted
solar units, combined heat and power systems, etc.) and devices28 that come onto the
market will feature Internet connectivity. The combined capacity of these devices will
eventually reach the point where mass synchronous activity (triggered e.g. by software
bugs, malicious attacks or simultaneous user activity) can increase the risk of a blackout
by causing large and rapid power fluctuations in the electricity grid that cannot be ab-
sorbed by the measures currently in place.

Critical simultaneous activity can also occur with units that are not directly con-
trollable via the Internet, but that have the same grid-stabilising behaviour built into
their firmware. This has already been witnessed in the case of the 50.2 hertz problem.
Based on the assumption that the number of PV units would only grow slightly in the
future, in 2005/2006 the Association of German Grid Operators, as it was then known,
introduced a rule stipulating that PV units should shut down automatically if there was
an oversupply of electricity (i.e. if the frequency exceeded 50.2 hertz). However, due to
the energy transition, the number of PV units increased so dramatically that switching
them all off at the same time would have massively overcompensated for the oversup-
ply, thereby destabilising the system. As a result, some 300,000 PV units had to be
retrofitted in a process that took a full year to complete. This demonstrates how any
rules built into a system are always based on assumptions about the future. If these
assumptions prove to be incorrect, they can create a vulnerability in the energy system
that can take substantial effort to remedy. Rather than the cost of any necessary retro-
fits, it is the time needed to carry them out that has a critical impact, since there will be
along period during which blackouts could be caused by incidents arising from vulner-
abilities in the infrastructure that has not yet been upgraded. This problem can be even
more serious for old equipment covered by grandfather clauses, due to the more com-
plex legal provisions covering retrofits of such equipment.

On the other hand, synchronous generating and storage unit activity can also be
induced intentionally in order to support grid stability. Doing so can reduce demand
for balancing energy from large power plants or support island mode operation in the
event of a blackout (see policy option 7). Decentralised generating units already con-
tribute to system stabilisation today, for example by helping to maintain voltage stabil-
ity and contributing to control reserves.

28 In this context, the term “device” refers to behind-the-meter electrical devices such as heat pumps, electric heaters,
household appliances, domestic charging stations or home electricity storage systems.
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Policy option 8
Promote standardisation to prevent problematic simultaneous activity

Outcome: Device standards reduce the likelihood of simultaneities and simultaneous activity /=~
jeopardising grid stability. E

Urgency: @ ® @ Effectiveness: ® @

What action can be taken today? @ @

* Develop, adopt and introduce a patchability standard.

* Carry out studies and research into the validation of switching command plausibility using local

physical variables.

Unplanned and unforeseeable simultaneities or the simultaneous switching off of de-
vices and generating units must be recognised as a potential risk and included in any
resilience strategy. Accordingly, expert committees must develop use-case-specific
minimum standards that are future-proof and encompass a wide range of potential
units and devices. International standardisation would deliver important benefits,
since critical simultaneous activity has the same negative impacts throughout the syn-
chronous grid of Continental Europe.

One important aspect that must be addressed by these standards for generating
units and devices is the need to guarantee patchability. Patchability means that the
manufacturer or the operator can easily and remotely update a technical device’s soft-
ware during operation by installing patches. It is important to implement patchability
today, since some units and devices are used for several decades and it is impossible to
predict which technical requirements they may have to meet in the future. This will
require cooperation between regulators, manufacturers and other affected actors such
as the operators of the units and devices in question. It will be especially important to
clarify funding issues, liability questions, rules relating to product discontinuation, and
responsibilities for communication links.

Protection against behaviour that could potentially harm the system can also be
provided through local plausibility checking, whereby generating units and devices in-
dependently validate the plausibility of switching commands — for example using phys-
ical variables such as voltage and frequency — and respond accordingly. Artificial intel-
ligence solutions can be particularly useful in this context. It is not currently possible
to say which kind of plausibility checking could determine whether the switching com-
mands transmitted by the grid operator are likely to have a negative impact on the grid
in a given situation. The grid operators must therefore carry out the necessary studies
and research in conjunction with the other relevant actors (such as unit and device
manufacturers and operators). It will also be necessary to ensure that the relevant plau-
sibilities are patchable.
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Policy option 9
Increase the use of decentralised units to strengthen system stability

Outcome: Decentralised units contribute significantly to the stability of the electric power —
system.

=
Urgency: @ @ Effectiveness: ® ® @
What action can be taken today?

* Develop measures to create the necessary communication technology connections and ensure that
the relevant actors, such as grid operators, operators of units and devices, and telecommunications

companies are involved in this process.

* Research the use of artificial intelligence to enable an appropriate response to complex and unfamiliar

incidents or attacks.

The systemic importance of small units and devices can also be used to positive effect
— in the future, decentralised generating units and controllable devices can and should
make a much greater contribution to the resilience of the energy system than they do
today. For example, they can provide system services to help ensure secure and reliable
system operation, or help to restore the electricity supply after a blackout. In addition
to the necessary power electronics equipment, this will call for cost-effective communi-
cation technology integration of the units and devices in question with the grid opera-
tor’s control system. This should go further than merely providing the option of curtail-
ment.

While the rollout of smart meters does provide for the connection of decentral-
ised units, the focus is primarily on billing processes and variable tariffs, rather than on
the potential for supporting system stability by controlling connected units or providing
value-added services for customers. In order to ensure the desired connectivity, the
current regulations should be supplemented by (international) agreements on stand-
ards for interoperability and for the incorporation of decentralised units into large-
scale platforms. In the summer of 2019, grid operators and operators of the relevant
units and devices started working together in the CONNECT+ project, with a view to
resolving the technical and regulatory data sharing issues. Pilot projects with grid op-
erators, telecommunications companies and aggregators will seek to demonstrate that
there are affordable solutions for meeting the high ICT connection requirements for
incorporating small units and devices into a balancing energy pool.

An even more far-reaching approach to integrating small generating units and
controllable power-consuming devices involves controlling them via artificial intelli-
gence algorithms that are built directly into the units and devices themselves. This en-
ables an appropriate response even to complex and unfamiliar incidents or attacks. The
relevant artificial intelligence techniques are still in their infancy and require extensive
further research.

However, the use of small units and devices to support system stability is not
only a question of technological and economic feasibility. While these aspects are al-
ready being studied in various research and pilot projects, the acceptance of this ap-
proach by small private actors should also be addressed through the appropriate
measures (see 2.6).
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2.5 Policy area 5: Increasing incentives for grid operators to strengthen resil-
ience

As the number of decentralised and digitally connected units and devices increases in
the future electricity grid, it will become more and more important for the relevant ac-
tors, including grid operators, to take measures to strengthen resilience. However, the
energy industry’s regulatory framework contains very few elements that explicitly take
resilience into account. Grid operators’ investment decisions can have a significant in-
fluence on the resilience of the electric power system. At present, however, grid opera-
tors have no incentive to include externalities — or their avoidance — in their investment
decisions. While the grid operators pay for the resilience measures, it is the grid users
who benefit from them. The cost of measures to strengthen resilience is not currently
recognised in the German Incentive Regulation Ordinance (ARegV) for power grids.
Incentive regulation is an instrument designed to prevent grid operators from making
a monopoly profit from the natural monopoly of the electricity and gas grids, and to
ensure that they operate their grids cost-efficiently. The revenue caps create an incen-
tive to reduce costs for a given, quantifiable operation and thereby increase profits.
However, incentive regulation does not resolve all of the relevant challenges. It is there-
fore necessary to determine whether the desired impact on resilience can be achieved
in an economically efficient manner through incentive regulation, or whether effective
threat protection can only be accomplished through (additional) regulatory instru-
ments (e.g. in the field of cybersecurity, see policy options 4 and 5).

Two (of the most important) ways of addressing this problem are discussed be-
low. However, it should be stressed that there are many other regulatory issues that are
of relevance in this context.

Incentive regulation (see policy option 10): The revenue cap established by
the ARegV is key to determining the incentives for grid operators. Whether and how
incentive regulation effectively takes resilience into account depends on the type of
costs generated by the measures to strengthen resilience and on the measures that are
already included in the ARegV (e.g. quality or “Q” components). Because they share a
lot of common ground, the distinction between quality and resilience regulations is not
always crystal-clear. However, we argue that in its current form, the ARegV does not
create adequate incentives to strengthen resilience as defined in this paper, and that an
additional instrument is therefore necessary. It is true that grid operators do already
have the opportunity to claim back some of the cost of measures to strengthen resili-
ence. However, the focus here is on whether grid operators also have strong enough
incentives to actually use these instruments. We propose that a resilience component
should be added to the instruments in question.

Grid tariffs (see policy option 11): Grid tariffs are the fees charged for access to
the transmission and distribution grids. The corresponding regulations also determine
the feed-in tariffs for decentralised units. We argue that resilience should be included
in the current debate on smart connection agreements. These flexible grid connection
agreements for electricity producers allow the grid operator to curtail the connection
(with or without compensation for the producer).
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Ultimately, the current interruptible loads approach29, which is based on a vol-
untary, self-healing process, already attempts to achieve a similar effect for loads to the
effect that would be achieved by smart connection agreements. The key difference be-
tween these two instruments relates to how voluntary they are. While interruptible
loads offer the freedom to choose how much, when, and at which (variable) price the
instrument is used, in smart connection agreements these details are all regulated be-
forehand and are binding once the agreement has been signed. The only free choice is
whether or not to sign the smart connection agreement.

29 Regulated by AbLaV 2016.
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Policy option 10
Incorporate a resilience component into the incentive regulation

Outcome: The ARegV contains incentives for grid operators to implement effective measures to
strengthen resilience. e:

Urgency: ® @ Effectiveness: ® @ @

What action can be taken today?

* |ncorporate an “R” component into the ARegV as an additional regulatory measure to strengthen
resilience.

The ARegV3° uses the term “quality” to refer to the electric power system’s security of
supply. Quality is determined by “grid reliability” and “grid efficiency”. Articles 18—20
of the ARegV regulate the “Q components”, where “Q” stands for quality. Resilience, as
defined in this paper, is not covered by the Q components. There are two reasons for
this. Firstly, the indicators for determining quality are unsuitable for evaluating resili-
ence as well. Resilience is preventive and predictive, and thus focuses on a different
timepoint to quality. Secondly, the causes of the failures discussed in this paper in the
context of resilience are usually beyond the control of the grid operators, who are there-
fore not liable for them. This means that the monetary consequences are also outside
the scope of the ARegV and cannot therefore act as an incentive for the grid operators.

Without additional incentives, grid operators will not include the externalities
(i.e. all the costs arising from a lengthy power outage that affect third parties but not
the grid operators themselves) of a supply failure in their investment decisions for re-
silience measures. This is why the ARegV needs an additional regulation aimed at
strengthening resilience — in other words, an “R component”, where “R” stands for re-
silience.

The following key questions must be answered before a resilience component can
be implemented in practice:

e What are the appropriate indicators for a resilience component?

e What instruments would help to improve the incentives for grid operators?

The concrete implementation of a resilience component is a complex matter that re-
quires in-depth analysis. Whichever instrument is chosen, its parameters should strike

an appropriate balance between the effectiveness of the incentives and the financial
risks for the grid operators.

30 ARegV 2019.
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Policy option 11
Introduce grid tariffs and smart connection agreements that strengthen resilience

Outcome: An amendment to the Electricity Network Charges Ordinance allows grid opera-

tors to modify grid tariffs in order to effectively strengthen resilience. @:
Urgency: ® @ Effectiveness: ® @

What action can be taken today? @

* Add a resilience component to smart connection agreements to reward the choice of locations that

strengthen resilience and the avoidance of simultaneities.

The grid tariff structure is regulated by the Electricity Network Charges Ordinance
(German: Stromnetzentgeltverordnung, StromNEV).3t However, the level that grid tar-
iffs are set at is determined by the revenue cap and hence by the ARegV. The tariff
structure and cost allocation are the most important factors for determining grid tariffs,
although they may also vary on the basis of other factors such as time and location.
However, resilience has never been included as a criterion.

There are two factors relating to grid use and access charges that are particularly
relevant to the resilience of the electric power system: simultaneity effects and grid to-
pology. In both cases, differentiated grid tariffs can influence behaviour in a way that
strengthens the electric power system’s resilience. Smart connection agreements are
one approach that could prove useful in this context. These flexible grid connection
agreements are currently being trialled in countries such as France, Belgium and the
UK.32 Smart connection agreements aim to tackle grid shortages through the grid con-
nection fee, especially for renewables, along similar lines to the regulation requiring
operators to contribute to the cost of expanding the grid (German: Netzaus-
bauzuschuss). It is proposed that a resilience component should be added to smart con-
nection agreements. Grid users who choose locations that strengthen resilience and/or
who reduce simultaneities would be rewarded, and vice versa.

The exact design will be strongly influenced by the details of the relevant grid
topology. The agreements should therefore be implemented flexibly and on a case-by-
case basis by the grid operator, and the appropriate incentives should be created
through the ARegV (see policy option 10).

2.6 Policy area 6: Ensuring that private actors are involved in the design and
implementation of resilience measures

The connected, digitalised energy system is a complex socio-technical system in which
it is equally important to take technological and social factors into account. This type
of system is characterised by the coevolution of technology and society: the technolog-
ical system influences society by affecting the way people live, while its own develop-
ment is in turn influenced by social innovations and trends. For example, the market

31 StromNEV 2019, §§ 15 ff.
32 See Furusawa et al. 2019.
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responds to greater public awareness of the importance of energy efficiency by provid-
ing new technological products, which in turn influence public awareness through mar-
keting or energy labels.

In the future, units and devices belonging to small private actors will have great
potential for supporting the energy system and strengthening resilience thanks to their
advanced technical connectivity. However, this will also mean that private actors’ be-
haviour becomes increasingly important, since the generating units and devices that
they use could potentially have a system-critical impact (see 2.4). Moreover, most small
private actors do not realise that they can have this impact.

Even today, private actors are already playing an increasingly active role and in-
fluencing the shape of the energy system, for example as prosumers. Other develop-
ments include the establishment of energy cooperatives to operate wind and PV sys-
tems, and the first examples of community initiatives in which private households cre-
ate their own local system for exchanging energy among themselves. Digitalisation and
the growing number of home electricity storage systems and electric vehicles could fur-
ther strengthen this trend.

In the future, grid operators will be able to harness the potential contribution to
resilience enabled by the digitalisation of private households in order to obtain data to
improve their consumption forecasts, to directly control the units and devices e.g. by
selectively switching PV units on or off, or to organise island mode operation. Ulti-
mately, however, all these measures involve intervening in the actors’ private affairs
and will therefore require a certain level of acceptance.

As a result, implementation of these measures could cause problems such as a
loss of freedom of choice and trust. There is also a danger of measures failing because
they do not appeal to the target group, for example. These problems could mean that
the potential of private units and devices to strengthen resilience remains unexploited,
solutions are not implemented, and new regulations fail to achieve the desired effect,
thereby increasing the likelihood of system-critical situations.
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The role of industry

Industrial actors must also do their bit to strengthen resilience. They can do this indirectly by ensur-
ing that the devices and equipment used in the electric power system meet various different re-
quirements for strengthening resilience. These include:

e Ensuring that ICT systems (e.g. platforms) comply with the relevant security standards (see pol-
icy option 4)

e Ensuring that small behind-the-meter devices comply with the relevant security standards (see
policy option 4)

e Disclosing source code to government inspection bodies so that it can be checked for any secu-
rity vulnerabilities (policy option 5)

e Enabling flexible configuration of technical device software (policy option 8)

The following industrial actors would be affected by these measures:

e Manufacturers of energy technology and the associated OT systems (e.g. smart operating re-
sources, generating and storage systems)

e Developers of ICT systems for the electricity supply (e.g. ICT components and communication
network equipment)

e Operators of ICT systems connected with the electricity supply (e.g. data centres, platforms,
communication networks)

In addition to the above, industrial actors are already contributing actively to the resilience of the
electric power system by making part of their demand flexibility available to grid operators. The
flexibility of some industrial processes can be marketed and used to support system stability, for
example in the form of control reserves or interruptible loads.33 In the future energy system, how-
ever, it will be necessary to make far greater use of the flexibility of industrial and commercial elec-
tricity consumers.3* Significant synergies are generated in this context by Industrie 4.0 — the in-
creased connectivity of machines and industrial and business processes enabled by the digitalisation
of industry. Industrie 4.0 allows businesses to configure their processes to consume electricity more
flexibly. Prices on the electricity exchange provide them with an incentive to respond flexibly to fluc-
tuations in the supply of wind and solar power.3 Digitalisation also contributes to more resource-
efficient production.3®

e In the future, manufacturing processes will be climate-friendlier or even climate-neutral. This
will involve more than simply replacing gas, oil and coal with renewables. In some instances, it
will mean completely transforming the relevant production processes (e.g. direct reduction of
iron ore, where hydrogen replaces fossil fuels in blast furnace processes in the steel industry37).
However, this could lead to changes in demand patterns that will need to be taken into account

by grid operators (see 1.2).

33
34
35
36
37

See Umweltbundesamt 2015.

See acatech/Leopoldina/Akademienunion 2020-2.
For examples, see Agora 2016.

See Plattform Industrie 4.0 2020.

See Agora 2020.
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Policy option 12
Establish a stakeholder forum to address the interests of private actors

Outcome: An ongoing, transparent process ensures that all the relevant actors are involved in the decision-
making process for new regulations. @
Urgency: ® ® ®  Effectiveness: ® @

What action can be taken today?

* Establish a stakeholder forum to develop solutions that are acceptable to

private actors and ensure that they are implemented transparently.

A stakeholder forum should be established in order to include all the relevant players
in the decision-making process for new regulations that affect private actors. As well as
the regulator and the private actors themselves, the other main players are the grid
operators, aggregators, industry associations and consumer organisations. It is im-
portant to ensure an ongoing and transparent process, since new technological devel-
opments and new actors will continue to emerge. The ultimate goal should be for the
outcomes of the process to be accepted by all the stakeholders.

The acceptance of these regulations by private actors is a particularly sensitive
issue. Any questions or concerns regarding matters such as data protection and inva-
sion of privacy should be identified and addressed as soon as possible. The stakeholder
forum will also need to decide which measures are critical for resilience and should
therefore be mandatory, and which measures can be implemented through appropriate
incentive systems (e.g. voluntary self-regulation, financial incentives).

Incentive systems and regulations can of course have both positive and negative
impacts on the electric power system. Consequently, it is important to design incentives
in a way that achieves the desired effect while at the same time preventing or absorbing
any negative impacts. It is also necessary to address the possibility of the incentives
being rejected by the relevant actors. The incentive systems and their impacts should
be studied in appropriate research projects and tested in experiments or regulatory
sandboxes.
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Policy option 13
Raise awareness about the influence of private actors

Outcome: Private actors understand their influence on the stability of the electric power
system and are digitally literate.

Urgency: ® ® @ Effectiveness: ® @

What action can be taken today?

e Carry out information and education campaigns on the topic of resilience for different target
groups, taking into account the different information needs of the groups in question.

It is important that small private actors should understand how their behaviour influ-
ences the stability of the electric power system and what they can do to support the
system’s stability. Accordingly, it is necessary to raise awareness of the problem and
promote both digital literacy and a basic understanding of complexity.

Private actors are not directly responsible for the system’s resilience. Neverthe-
less, they should have access to comprehensive information on any matters affecting
their rights and interests. In order to ensure transparency and build trust, the infor-
mation provided should reflect the needs of the relevant groups and ensure the private
actors’ inclusion and sovereignty.

The first step should be to develop and implement information initiatives such
as campaigns. These should include education measures both in schools and as part of
continuing professional development programmes. In order to strengthen the private
actors’ (digital) sovereignty, it is important to ensure that the information is transpar-
ently adapted to their respective needs, for example through an information portal for
different target groups and with different communication formats. These measures can
be even more effective if they are planned using behavioural analytics, so that different
aspects of individual behaviour are reflected and addressed more effectively.

It is important to ensure that the providers of the education measures and in
particular the information campaigns are not perceived to have vested interests. Con-
sequently, the relevant content should be developed by government ministries, con-
sumer protection organisations or alliances of these actors. Private actor advocacy
groups such as consumer protection organisations and data privacy initiatives should
also be included in order to build trust in the supervisory authorities and instruments.
These groups should be involved in both the design and the communication of the rel-
evant interventions.
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2.7 Policy area 7: Institutionalising long-term risk and resilience assessment

The decisions taken by regulatory authorities and operational actors such as grid oper-
ators are often based on past experience and on the analysis of foreseeable future de-
velopments. While this approach has hitherto proven to be perfectly adequate for mak-
ing the right decisions, as evidenced by the high reliability and quality of the electricity
supply, it will be less effective in the future. This is because the system will become far
more complex and unpredictable due to digitalisation’s fast-growing influence on the
energy supply — for example through the Internet of Things, digital business models,
digitalised or automated operational processes, artificial intelligence and the platform
economy. Unexpected developments that could pose a threat to the electric power sys-
tem could potentially come about much faster than is currently the case.

Consequently, future risk assessments and measures will need to place more em-
phasis on coping with uncertainty and unexpected developments. It will be necessary
to include risk factors for which past experience provides very little guidance. In the
interests of coping more effectively with unexpected future events, the concept of resil-
ience should be more strongly embedded in risk assessments and in policy measures
geared towards maintaining security of supply. This will call for the creation of a more
appropriate institutionalised organisational framework.

However, it is difficult to evaluate how much a measure contributes to resilience
when basic data about multiple past incidents and their impacts is lacking, and when it
is not yet possible to adequately measure and assess the resilience of the electricity sup-
ply. This reduces the effectiveness and efficiency of efforts to ensure resilience.

At EU level, the Regulation on risk-preparedness in the electricity sectorss al-
ready institutionalises detailed, supranational risk assessments for TSOs. It also pro-
vides for the designation of a national crisis coordinator tasked with acting as a contact
point in the event of an electricity crisis. However, the Regulation only applies to trans-
mission grids and extreme blackouts, and its focus is confined to the medium term and
foreseeable risks. Its scope should therefore be extended so that greater emphasis is
placed on unforeseen events and long-term developments. Moreover, it should not fo-
cus exclusively on the technical aspects. Normative concepts and judgements can also
change over the course of a long-term social transformation process such as the energy
transition, as illustrated by attitudes towards nuclear power in Germany. The decisions
of the regulator and also of grid operators often create path dependencies, since they
result in the construction of particular types of infrastructure. Any resilience strategy
should therefore take a range of potential social developments or even instabilities into
account.

38 Regulation (EU) 2019/941 on risk-preparedness in the electricity sector, see Regulation (EU) 2019/941.



Policy option 14
Create an organisational framework for incident reporting and resilience assessment

Outcome: Appropriate organisational structures exist for reporting and analysing incidents.

Potential risks are systematically evaluated using objective resilience assessment indicators and
taken into account by grid operators and other relevant actors.

Urgency: ® ® ®  Effectiveness: ® @ @
What action can be taken today?
® Establish an independent, central incident information and reporting office.

e Establish a government or government-supervised institution to carry out regular risk assessments.

¢ Develop appropriate resilience indicators and establish the corresponding standards.

An independent, central, European incident information and reporting office should be
established to pool and process continuously updated information about blackout-rel-
evant risks, incidents, cybersecurity vulnerabilities and potential countermeasures for
grid operators. This information should be made available in several different lan-
guages. The office could also formulate recommendations based on its analysis of the
data. It should ensure that national authorities and emergency response teams are
promptly informed about incidents, and should also work closely with the relevant ac-
tors, such as grid operators and potentially manufacturers. It is also necessary to clarify
how the office would cooperate with the crisis coordinators provided for by the EU Reg-
ulation on risk-preparedness in the electricity sector. Initially, the office should be es-
tablished at national level. The lessons learnt could then be used to help design and
build a corresponding institution at European level.

The institutional framework for risk assessment should also be strengthened. A
government or government-supervised institution should be created to identify devel-
opments that could pose a threat to the energy system at an early stage and make rec-
ommendations to policymakers. The EU Regulation on risk-preparedness in the elec-
tricity sector could serve as a template, allowing early warning systems and indicators
(e.g. for market risks, technical disruption or political upheaval) to be developed and
incorporated. Monitoring of long-term trends and the development of adaptation strat-
egies are further valuable measures that could be used as a basis for formulating policy
recommendations. As well as blackouts, the risk assessment system should also include
smaller power outages and brownouts, together with sectors that can indirectly affect
the energy system through their connections to communication networks. It will also
be necessary to promote the development of new methodologies that enable better fore-
casting. As well as experts on the energy supply, this process should also include ICT
and risk research experts and social scientists.

It will also be necessary to create a framework for evaluating the effectiveness of differ-
ent measures. The first step will involve developing appropriate qualitative and quan-
titative indicators. The specifications and standards for the indicators can be estab-
lished either nationally or at European level (e.g. under the auspices of an EU mandate).
Clear evaluation standards will enable resilience by design, i.e. the incorporation of re-
silient behaviour into solutions at the design stage. They will also provide a robust evi-
dence base and justification for investments in grid ICT, thereby supporting a clear,
transparent process.



Policy option 15
Establish an overarching monitoring process

Outcome: The entire resilience strategy for the electricity supply is independently evaluated on

o —
a regular basis. =

Urgency: ® @ @ Effectiveness: ® ® ®

What action can be taken today? @

¢ Establish an overarching monitoring process and an institution responsible for carrying it out.

An independent institution should be created to carry out ongoing monitoring on be-
half of government, in order to establish the effectiveness, efficiency and adequacy of
the resilience strategy being pursued, both now and in the foreseeable future. Whereas
the risk assessment institution proposed in policy option 14 would be tasked with de-
veloping concrete risk instruments and new resilience measures, the focus of this insti-
tution would be on evaluating the overall resilience strategy and its implementation. In
other words, its role would be to scrutinise policy decisions that have implications for
the resilience of a digitalised energy system. Among other things, this process would
enable early identification of path dependencies and implementation of appropriate re-
sponses. The interactions between different measures should also be taken into account
so that potential negative impacts can be anticipated.

The institutional framework for risk assessment and the development of risk as-
sessment indicators and standards (see policy option 14) will provide a valuable source
of information for this overarching monitoring process. Accordingly, these measures
should be implemented before or at the same time as the monitoring process.

A number of different models could be used to implement the monitoring process:

e In order to guarantee its political impartiality, the monitoring could be carried out
by a separate, independent expert body along the lines of the German Council of
Economic Experts. A dedicated Act would have to be passed to enable the establish-
ment of such a body.

o Expert evaluation of the information collected, aggregated and analysed by the Ex-
ecutive, along the lines of the Federal Government’s “Energy of the Future” moni-
toring process.

e Participation of stakeholders and civil society organisations in order to create ac-
ceptance and develop explicit targets. Direct involvement of members of the public
would also be possible, but this would involve a significantly higher workload, espe-
cially if a representative cross-section of society was required.

e Studies on individual aspects.
The findings of the monitoring process would be used by policymakers to update the

resilience strategy by making adjustments to the relevant measures, abandoning
measures that are ineffective or inefficient, and introducing new ones.



I Conclusion

3 Conclusion

The onward march of digitalisation and the accompanying transformation of the energy
system shows no sign of abating. Digitalisation is key to managing the changes in the
electric power system caused by fluctuations in the power fed into the grid by wind and
solar systems, decentralised generating structures, electric mobility and new market
actors. At the same time, however, it increases the system’s complexity by enabling the
emergence of new actors who can affect the system’s security, including actors from
outside of the system. It also leads to new vulnerabilities and interdependencies be-
tween the electricity and ICT systems. Unforeseen or unforeseeable events and trends
can destabilise the electric power system and cause blackouts, with devastating conse-
quences for society. By implementing an appropriate resilience strategy, policymakers
can create a framework that will make it possible to maintain the reliable electricity
supply that we are accustomed to in tomorrow’s digitalised, highly connected and cli-
mate-friendly energy system. The resilience by design principle should be employed
wherever possible to ensure that the relevant solutions are designed in a way that
strengthens resilience. Resilience should thus be a fundamental requirement for tech-
nological and societal security solutions.39

The 15 resilience strategy policy options presented in this paper address the risks
that are likely to arise over the next twenty years due to the combined effects of the
growth of digitalisation and the energy transition. Since implementation of some
measures will take a long time (research is still required in some cases to acquire the
necessary knowledge), it should be commenced as soon as possible. Moreover, long-
term investments in electricity grids and generating systems can create path depend-
encies and should therefore take future developments into account. It is true that
measures to strengthen resilience will initially mean higher costs. However, these costs
must be weighed up against the costs associated with major blackouts. We currently
lack the methods and data needed to carry out concrete risk assessments that establish
whether measures are proportionate to the probability and cost of the damage they pre-
vent. However, these calculations are in fact unnecessary for the electricity supply sce-
narios considered in this paper, since the cost of the proposed measures is trivial com-
pared to the damage caused by a blackout. The projected seriousness of this damage is
so great because it can include not only economic effects but also major social and en-
vironmental impacts.

The proposed measures are mainly aimed at energy supply actors. Small actors
who are currently considered to play a less important role in major blackouts — such as
municipal utilities and the operators of small units — are becoming increasingly im-
portant for ensuring the system’s future resilience compared to large energy providers
and TSOs. A resilient system will also have to incorporate actors who until now were
considered to have little if anything to do with the causes, prevention and mitigation of

39 See acatech 2014, pp. 20 and 25.
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blackouts. These include device manufacturers, platform operators, public communi-
cation network operators, private households, interior ministries and police authori-
ties. Effective implementation of the proposed policy options could be supported by
analysing the interests of the affected and involved actors. These actors will be ex-
tremely important in the future and will influence the resilience of the electric power
system in all manner of different ways — for instance through their growing importance
for the system’s operation and reliability, by increasing its vulnerability to cyberattacks,
or through new forms of simultaneous activity, since switching large numbers of small
devices on or off at the same time can destabilise the electricity supply.

A number of fundamental data protection issues are raised by the increasing
connectivity of devices in private households as a result of digitalisation together with
the interventions that, as discussed in this paper, grid operators may need to make in
order to stabilise the system. It will be vital to keep discussing these questions from
both a legal and a social science perspective. Although these issues are not explored in
this position paper because they are not directly connected to resilience, they are none-
theless extremely important.

The digitalisation of our everyday lives and the transformation of our energy sup-
ply mean that new measures are needed to prevent the huge damage that blackouts can
cause to society. Certain aspects of digitalisation will need to be managed more actively,
new actors must be obliged to contribute to resilience, and potential future develop-
ments or disruptions must be anticipated in good time by policymakers. This position
paper sets out a range of measures and strategies that can help to make this happen. At
this point in time, it is not possible to say how frequently and rapidly some of these
measures will need to be adapted in the future. That is something that will need to be
determined by the outcomes of a systematic monitoring and learning process.
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